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Introduction
Information system (IS) security risks posed by inappropriate actions of individual members of an organization have been a topic of interest in a vast amount of literature [1] [2] [3] .
These individuals are insiders who sit behind the organizational firewall and are empowered with escalated user privileges [4] . They have a dual role in information security systems, both as allies and as a source of threats [5] . Studies have suggested that within the information security chain, insiders remain the weakest link in the effort to secure organizational IS assets [2, 3, 6, 7] . Some surveys and investigations have also shown that despite rapid advancement in protection technologies as well as IS security policies and procedures, IS security breaches remain significant and they are substantially linked to actions of insiders [8, 9] .
The call for more studies on the behavioral aspects of IS security has long been voiced [4] , and some significant studies exist in this area. The existing studies in the IS security area that look into the behavioral aspects of the insiders have provided insights into the effects of insiders" dysfunctional behaviors on organizational IS assets. These can be seen in valuable work on IS security compliance/non-compliance behaviors [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] including motivations to comply with IS security policies [21] [22] [23] [24] , IS misuse [2, [25] [26] [27] [28] [29] [30] [31] , and studies on computer abuse [32] [33] [34] . These IS security studies, however, have largely focused on nonmalicious and policy non-compliance behaviors [4, 7] . This leads to a further need for more studies into a broader range of actions that pose various levels of risk to organizational IS assets.
The following are some examples of the above studies. Myyry, Siponen, Pahnila, Vartiainen, and Vance [15] aimed to explain employees" IS non-compliance in terms of moral reasoning and values. Hu, Xu, Dinev, and Ling [16] described and tested a model of information security policy violation based on multiple criminological perspectives. Ifinedo [21] integrated social bonding, social influence, and cognitive processing perspectives to Page 5 of 44 A c c e p t e d M a n u s c r i p t 3 understand employees" IS security policy compliance behaviors. Son [23] tried to explain why employees do or do not follow IS security rules using an intrinsic motivation model. Lowry, Posey, Bennett and Roberts [32] used fairness theory and reactance theory to explain why employees may blame organizations for and retaliate against improved IS policies.
In general, these studies can be aggregated as studies of IS security deviant behaviors within the context of volitional malicious and non-malicious behaviors [7, 11, 35] . This aggregated behavior typology, despite its usefulness, does not differentiate similar yet fundamentally disparate behaviors. For example, intentional IS record modifications within one"s authorized workspace require less computer skills, while record changes requiring an escalated user privilege demand more computer knowledge to penetrate the internal firewall and to remove the digital footprint of such actions from log records. Consequently, control remedies such as instituting supervisory authorisation prior to record changes does not fully address the act of unauthorised record changes requiring high computer competency which demands protective control technologies to detect such attempts. The deviant behavior perspective therefore provides a foundation to understand negative insider behaviors at the aggregated level but fails to address typological differences at the subset level as behaviors are categorised only on a basis of intentions (i.e., malicious and non-malicious).
Consequently, investigating insiders" dysfunctional behaviors without applying an appropriate segregation of behavior categories could lead to sample contaminations, which render suggestions from the studies limited in practical use. Crossler, Johnston, Lowry, Hu, Warkentin, and Baskerville [6] , and Posey, Roberts, Lowry, Bennett, and Courtney [36] have raised such methodological concerns citing that studies solely placing emphasis on improving security awareness among insiders cannot address the issues relating to insiders who engage in an act driven by malicious intentions. This is "because knowledge created from a focus on a single behavior or subset of behaviors does not necessarily generalize to the grand structure M a n u s c r i p t 4 of behaviors" [36, p.1190] . Their concerns are in line with Guo [37] and D"arcy and Herath"s [38] suggestions that the studies in security-related behaviors in IS sometimes report inconsistent and contradictory results. The disparate findings were caused partly by a diverse conceptualisation of such behaviors in which "many of the concepts overlap with each other on some dimensions and yet are different on others" [37, p.242] and partly because factors explaining IS security compliance do not necessarily account for policy violations [37] .
Taking the above discussion into consideration, this study tries to fill in the gap in the literature and aims to provide an indication of how dysfunctional information system behaviors at their aggregated and subset levels play a crucial role in information system security (mis)behavior. Overall, this paper searches for differences in behavioral intentions and in the cause-effect relationships between these intentions and their predictor variables among different types of dysfunctional information system behaviors. This paper accordingly addresses the above methodological issues in the current studies on insider dysfunctional behaviors in information systems [e.g., 4, 6, [36] [37] [38] , allowing an examination of behavioral intentions and changes in the predictors of these intentions across different types of dysfunctional behaviors.
The next section of the paper reviews the conceptual discussion regarding dysfunctional information system behaviors, categories of insider behavior based on Stanton, Stam, Mastrangelo, and Jolton"s [39] taxonomy, intention of dysfunctional behaviors, and the antecedents of intention. This conceptual discussion leads to the development of research propositions, which are subsequently described. It is followed by a presentation of research methodology and data employed in this study. This study uses vignettes in collecting the data through a survey to middle managers of medium sized enterprises (SMEs), and tests the model and analyzes the responses using partial least square structural equation modelling (PLS-SEM). Description and discussion of empirical results follow, where the study provides A c c e p t e d M a n u s c r i p t 5 important findings which show that both the intentions and the causal links between these intentions and their antecedents vary among different behavior categories. This paper concludes with a summary, limitations and future research opportunities that emerge from the study.
Conceptual discussion and proposition development
Some attempts to disaggregate seemingly similar behaviors have been demonstrated by Davis [40] who modelled two pathological internet uses/misuses with reference to their symptoms and effects. The work not only provides a general foundation to dysfunctional behavior classifications but also offers some understanding on how intricate connections of psychopathology (e.g., depression and social anxiety) and situational factors reinforce Internet users" cognitive approaches leading to Internet uses/misuses. Magklaras and Furnell [41] extended this concept by including computer skills as a part of their proposed user sophistication model, which advanced the identification and classification of dysfunctional behaviors.
Stanton et al. [39] proposed that the dysfunctional behaviors of interest should be mapped onto a two-dimensional plane, with the x-axis being the intensity of intentions (i.e., malicious to neutral to benevolent) and the y-axis being the level of computer skills required (i.e., low to high). Using this 2-vector plane, Stanton et al. [39] , in their study, listed 94 behaviors which were later categorised into 6 types of behaviors, which include 4 risky types of insider behaviors (i.e., intentional destruction, detrimental misuse, dangerous tinkering, and naïve mistake) and 2 types of behaviors that are considered as acceptable practices (i.e., aware assurance, and basic hygiene). Their study is one of significant studies that has paved a way to aggregation and disaggregation of insider behaviors. These 6 types of behaviors are shown in Fig.1 with their descriptions summarized in Table 1 . [4] , and D"arcy and Herath [38] on the methodological issues in the existing studies on insider dysfunctional behaviors, particularly where samples are aggregated or disaggregated with limited or no attempt to differentiate their fundamental differences.
Using intention to capture dysfunctional behaviors
Intention has been recognized as a good predictor of actual behavior [42] [43] [44] , driving a person to behave the way he/she does. The essence of the intention-behavior relationship is that the stronger the intention a person has, the more likely it is that the person will engage in the behavior [45, 46] . Intention is "assumed to capture the motivational factors that influence a behavior" [42, p.181] . It is an indication of "how hard people are willing to try, of how much effort they are planning to exert, in order to perform the behavior" [42, p.181] . Accordingly, intention is central to behavior, and it has been used widely as a proxy for actual behavior in situations when the behavior in question is difficult to be reliably or practically measured [e.g., in 44, 47, [48] [49] [50] . This is particularly the case when the behavior of interest is one that entails negative consequences such as disciplinary actions resulting from abusing organizational IS assets. Therefore, using intention to approximate actual behavior allows researchers to model their study to address actual (mis)behavior. M a n u s c r i p t 8 Utilising Stanton et al."s [39] taxonomy (as shown in Fig. 1 ), this study uses a fourquadrant dysfunctional behavior taxonomy to serve as a basis for instrument development and analyses in this study. These four categories of dysfunctional behaviors are (1) intentional destruction, which requires a high level of computer skills and is accompanied with a malicious intention; (2) detrimental misuse, which includes a malicious intention but only requires a low level of computer skills; (3) dangerous tinkering, which requires a high level of computer skills but has a neutral intention; and (4) naïve mistake, which has a neutral intention and requires only a low level of computer skills. The other two categories of behaviors in Stanton et al."s [39] taxonomy (i.e., aware assurance and basic hygiene) are not included in this study because these are considered benevolent or good practices.
Antecedents influencing dysfunctional behavioral intention
The theory of planned behavior (TPB) was used in this study in order to analyze dysfunctional behavioral intention at its grand structure and subset levels. TPB has been used to predict intention in many areas related to dysfunctional behaviors such as unethical use of IS [51] , software piracy [30] and IS misuse [46] . Ajzen"s description of TPB [42] , seen in Attitude refers to an individual"s preconceived cognition regarding a given behavior [42, 43, 52, 53] . The stronger the positive attitude towards a certain behavior, the higher the resulting intention to perform such behavior. This premise has been validated in many studies such as those of Hansen, Jensen and Solgaard [54] , which predicted online purchase intention; Jimmieson, Peach and White [55] , which ascertained employees" support for an organizational change; and Workman [46] , which determined employees" use, disuse and misuse of an organization"s expert and decision support systems.
Subjective norms refers to an individual"s perception of important others" beliefs on whether she or he should engage in a given behavior [42, 43, 52, 53] . Well-aligned subjective norms tend to result in a stronger intention. It has been argued that a strong psychological contract creates a resilient bond between an individual and her or his reference group [55] resulting in a moral belief, which in turn becomes a robust predictor of intentions [30, 34, 56] , even to the extent of contradicting one"s attitude [57, 58] .
Perceived behavioral control (PBC), on the other hand, is a subjective evaluation on how much an individual anticipates a level of control she or he has over behavior [52] . PBC is said to have attributes that reflect more of general external factors other than those The amount of control that an individual has over the relevant resources is translated into a stronger intention to perform a given behavior. This premise has been reflected in components of many other theories such as effort-expectancy in unified theory of acceptance and use of technology (UTAUT) [45] , perceived-ease-of-use in technology acceptance model (TAM) by Davis [64] , and complexity in innovation diffusion theory (IDT) [65] .
Similarly, the higher level of perceived control an individual has over anticipated favorable outcomes of a certain behavior for her or himself, the more likely that her or his intention to perform such behavior converges [66] because the outcomes are viewed as a reward for the risk taken in performing the behavior [58] .
Despite its efficacy, TPB has appeared to be non-resilient due to conflicting findings in various studies, especially in predicting insider dysfunctional behaviors with negative consequences. For example, in a study conducted over online purchase intention, Hansen et al. [54] found that, although attitude and subjective norms exhibited strong effects on intention, PBC had a small or non-significant effect on intention. This indicates that variations in intentions may be further explained by other factors beyond what the three TPB predictors (i.e., attitude, subjective norms and perceived behavioral control) have accounted for. Tsohou, Karyda, Kokolakis, and Kiountouzis [5] , Wang, Gupta and Rao [67] , and
Kraemer, Carayon and Clem [68] for example, suggested organizational and technological factors to be examined.
As one type of behavior could form an alternative course of action of, or reciprocal to, the other type of behavior [see 69], the relationships between attitude, subjective norms, M a n u s c r i p t 11 perceived behavioral control and subsequent intention to perform a given behavior could also change. This perspective gives a strong indication that each type of (mis)behavior should be studied separately rather than in a single pool of categories. In order to systematically study different, yet related, types of behavior, a proper approach or taxonomy has to be used. Overall, this study tries to investigate different types of dysfunctional information system behaviors to determine if there are any differences among them in behavioral intentions and in the cause-effect relationships between the TPB predictor variables and these intentions. This study accordingly addresses the concerns on the methodological issue where sample contaminations may limit the usefulness of prior studies on information security [4, 6, 36, 37] .
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Methodology

Vignettes and scale development
Studies that involve values and norms have always posed difficult methodological questions to achieve a certain level of internal validity (Finch, 1987) . The widely used solution to this methodological challenge is to present respondents with vignettes, which are short description s of hypothetical scenarios that comprise the essential information for respondents to base their judgments upon. In this study, four vignettes, each with a different theme, were adapted from the work of D'Arcy [70] to conform to the four dysfunctional behavioral categories in the taxonomy suggested by Stanton et al. [39] that were used in this study. The use of vignettes is crucial to this study to alleviate social desirability, common method bias and acquiescence bias [6] by putting a comfortable distance between the respondent and the subject described in the vignette [71] [72] [73] [74] .
To develop vignettes uniquely responsive to specific topical applications and to improve their internal validity, a careful design is needed to create context-sensitive, realistic and familiar scenarios [73] . Although a vignette is hypothetical and commonly involves a "fictitious third person", the closer the vignette is able to relevantly and accurately depict an individual"s situation, the more sensitive and effective the instrument will perform [75] .
D"Arcy [70] carefully chose and tested four IS misuse vignettes in their study since they are considered nonintrusive, and hence provided a comfortable way for the respondents to answer. This paper adapted and modified these vignettes, and included the following four vignettes in the survey: (1) unauthorized modification of computerized data -portrayed intentional destruction behavior; (2) unauthorized access to computerized data -portrayed detrimental misuse behavior; (3) unauthorized unlicensed software installation -portrayed M a n u s c r i p t 13 dangerous tinkering behavior; and (4) unauthorized password sharing -portrayed naïve mistake behavior.
These vignettes depicted hypothetical situations that required relatively low to moderate levels of malicious intention and computer skills. Therefore, the relative differences among the four vignettes in terms of either computer skills and/or malicious intention are rather moderate. However, they provided more realistic and familiar scenarios that could relevantly and accurately portray the respondents" daily situation, and hence could result in improved internal validity [50, 76] .
The TPB variables (i.e., intention, attitude, subjective norms and perceived behavioral control) were measured by the instruments adapted from previous studies of Azjen [42] ,
Chatterjee [51] , Thompson, Higgins and Howell [66] , and Venkatesh, Morris, Gordon and
Davis [45] . These variables are intention (INTENT), which was measured using 5 items, subjective norms (SN) which was measured using 3 items; attitude (ATT), which was measured using 2 items; and perceived behavioral control (PBC), which was measured using 5 items.
It has been posited that organizational culture is associated with employee behavior, binding the organization"s members with complex beliefs, expectations, ideas and values [77] . In order to control for the effect of organizational culture, four dimensions of organizational culture, i.e., support, innovation, practice and performance, were measured using items adapted from Muijen, Koopman, Witte, Cock, Susanj, Lemoine, Bourantas, Papalexandris, Branyicski, Spaltro, Jesuino, Neves, Pitariu, Konrad, Peiró, González-Romá and Turnipseed [78] . These dimensions formed a higher-order factor, which was used as a control variable (CULTURE).
The items measuring CULTURE and TPB components are summarized in Appendix B. All of these items were measured using a 7-point scale. Depending of their context, the A c c e p t e d M a n u s c r i p t 14 TPB items were assigned either a 7-point scale from "strongly disagree" to "strongly agree", or from "not at all" to "all the time", or from "very unlikely" to "very likely", For the CULTURE items, the respondents were asked to describe on a 7-point scale how many people in the organization the event was applicable to ("nobody" to "everyone"), or how often a certain event occurred ("never" to "always").
The instrument containing all four vignettes and the TPB items was pre-tested on eight middle managers to examine the overall structure of the instrument. Considering feedback received from the pre-test, two additional items were added to the initial three items adapted from Chatterjee [51] and Venkatesh et al. [45] on the intention construct. These two items were developed to better capture the overall notion of dysfunctional behavioral intention. The revised questionnaire and the vignettes were subsequently pre-tested on 38 middle managers to assess the reliability of the items in the revised instrument. Four sets of questionnaires were prepared, each attached with one vignette from one of the four types of dysfunctional behaviors in the taxonomy. Ten questionnaires for each set were sent to the respondents, and two of the forty respondents did not return the questionnaires. The results of this second pre-test showed a set of satisfactory loadings on the components and a sufficient reliability of the instrument for the actual study with Cronbach"s alpha ranging from 0.77 to 0.98.
The variables used in this study and their items are described in Appendix B. The vignettes, themes and relevant dysfunctional behavior types are summarized in Appendix C.
Sample and data collection
The sample used in this study was middle managers of medium sized enterprises (SMEs) in Malaysia. The list of companies was obtained from SME Corp of Malaysia, which is a central agency for SMEs, commissioned by the Malaysian government to formulate M a n u s c r i p t 15 policies and coordinate programs among other agencies relevant to the SMEs. Medium size companies were chosen for this study since companies this size have normally developed a unique organizational culture, but not one so large that the culture becomes disparate from one department to another [79] . This study also focused on companies in three sectors (i.e., service, retailing and manufacturing) which were chosen for their volume of transactions and extensive use of IS. Finally, the middle manager group was chosen since staff within this group were commonly provided with an IS user privilege or system access which presented an opportunity to (mis)use the system. The overall response rate was 28%, which was considered satisfactory in a surveybased study. Baruch and Holtom [82] conducted an extensive review comprising 1607 journal articles and found that an average response rate for a survey within organizational research stood at 36% with a standard deviation of 18.8. Other studies suggested that response rates for mail-based email-based surveys could be as low as 21% and 10%, respectively [see 1, 83] . The data collection was conducted for a 5-month period beginning in 
Data analysis
Data was initially analyzed using t-tests to see if there were any significant differences in the mean values of the constructs between the two modes of survey distribution (i.e., mail-based and email-based). The results show that there were no significant differences between mail and email responses for all items (see Appendix D).
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Exploratory factor analysis (EFA) was subsequently performed to determine factorial validity of the items. The EFA was conducted using principal component analysis extraction with oblique rotation. The result from the EFA was used as a basis for the development of the latent constructs in subsequent analyses.
Partial least square structural equation modelling (PLS-SEM) was later used to test the full research model, which included behavior types (VIGNETTE) and organizational culture (CULTURE) as control variables. PLS-SEM is used in this study due to the nature of the approach that seeks to maximise the explained variance in the dependent latent construct (in this case, intentions) for predictive and theory development purposes [84, 85] . Despite TPB being widely acknowledged for its efficacy, the main objective of this study is to look into different types of dysfunctional information system behaviors, and search, among them, for differences in intentions underlying behaviors and in the cause-effect relationships between the TPB predictor variables and these intentions.
In a pursuance of this objective, PLS-SEM is preferred in this study as the method provides advantages over first generation statistical techniques (e.g., correlation and regression) and covariance-based SEM (CB-SEM) for theory building [86] . PLS-SEM incorporates several statistical techniques that are not part of CB-SEM, resulting in more reliable parameter estimates in exploratory analysis required for theory building [87] [88] [89] without inflating the t-statistic [86] . The advantage of PLS-SEM in theory building is further enhanced by the availability of modes in PLS that define specific algorithms to be used to output parameter estimates appropriate for specific research situations [90] .
PLS-SEM also allows "constructs with fewer items (e.g., one or two) to be used" since "the constructs" measurement properties are less restrictive with PLS-SEM"
comparatively to that of CB-SEM [84, p.140]. Additionally, PLS-SEM is arguably found to be useful in dealing with research model that incorporates higher-order constructs [86] . The M a n u s c r i p t 18 control variable used in this study, i.e., CULTURE, was a second-order construct, providing further reason for the use of PLS-SEM in this study.
Three commonly available modes in PLS-SEM analysis are (1) Mode A which is equivalent to correlation weights to optimise out-of-sample prediction [90] , (2)Mode B which is regression weights equivalence using multiple ordinary least square (OLS) regressions that optimise R 2 [91] , and (3) PLS regression mode which does not allow estimates of inner model to influence outer model parameters [92] resulting in a more stable and better interpretable alternative to OLS particularly in a view of multicollinearity [93] . In this study, the PLS regression mode was used to reduce potential collinearity effect.
A two-step approach on PLS-SEM was used in the analysis following suggestions by
Anderson and Gerbing [94] , and Hair Jr, Sarstedt, Hopkins and Kuppelwieser [89] . This step requires assessments on the measurement and the structural models. The assessment criteria for both measurement and structural models are summarized in Tables 4 and 5 . WarpPLS Variance inflation factor (VIF) < 10 < 5
Hair et al. [95] Kock and Lynn [100] Nature of construct Formative / reflective: Chin [87] Coltman, Devinney, Midgley and Veniak [101] A c c e p t e d M a n u s c r i p t 20 
Results and discussions
Exploratory factor analysis (EFA)
A principal component analysis (PCA) with oblique rotation was run as an initial test on items correlations. 9 components were extracted based on eigenvalue more than 1. These included 4 components of organizational culture (CULTURE) and 5 components of the TPB. 
Measurement model assessment
The measurement model was assessed with reference to criteria in Table 4 . Individual item reliability was confirmed with item standardised loading on parent factor achieving a minimum value of 0.50 (see Appendix E). As demonstrated in Appendix E convergent validity was also achieved with significant items loading (p-value < 0.001). Further, convergent validity was also confirmed with composite reliability for all latent constructs of more than 0.70 and average variance extracted (AVE) of more than 0.50 as shown in Table 6 .
The instrument"s reliability was demonstrated with sufficient Cronbach"s alpha of more than 0.70 and variance inflation factor (VIF) of less than 5. The measurement model also demonstrated sufficient discriminant validity with square-root of AVE of latent constructs exceeding their respective inter-construct correlation. This is shown in Table 7 . It is also noted in Table 7 
Structural model assessment
A full structural model, shown in Fig. 3 , was run for a full dataset [see 11, 20, 28 ].
The structural model was assessed based on coefficient of determination (R 2 ), predictive relevance (Q 2 ), effect size (f 2 ) and magnitude and sign (β) and p-value of path coefficient as summarized in Table 7 .
The full structural model showed that four predictors accounted for 73% of variation 
Intentions among different types of dysfunctional information system behaviors
A one-way between groups analysis of variance (ANOVA) was used to investigate differences in behavioral intentions among the four dysfunctional information system behavior types. As the sample size for each vignette was relatively unequal, post hoc ANOVA analyses were set with Gabriel"s procedure [106] to account for the differences.
Levene"s test also indicated homogeneity of variance could not be assumed in this analysis (F (3, 383) = 4.966, p = 0.002). Therefore, contrast test was read from unequal variance value set to preserve conservative estimate.
The result of the ANOVA was statistically significant, indicating that there are Table 8 . These results support Proposition 1 that the intentions underlying behaviors vary among different types of dysfunctional information system behaviors. In order to test for differences in the cause-effect relationships between the TPB predictor variables and behavioral intentions among the four types of dysfunctional information system behaviors, a separate PLS-SEM was run for each vignette with CULTURE as a control variable. The results of the PLS-SEM analysis, together with R 2 and adjusted R 2 values for each behavior type are summarized in Table 9 .
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Conclusion
The results of this study suggest that both the intentions underlying behaviors and the causal links between the TPB factors and these intentions vary among the four types of dysfunctional information system behaviors. These provide empirical support for the methodological concerns and fill the gap in the literature on insider dysfunctional behaviors, where samples are aggregated or disaggregated without sufficient attempt to differentiate their fundamental differences [see 4, 6, 36, 37] . The results also show that the level of intention in the dangerous tinkering type of behavior is significantly higher compared to the levels of intention in the other three types of dysfunctional behaviors (i.e., intentional destruction, detrimental misuse and naïve mistake). The dangerous tinkering vignette that was used in this study illustrates an unauthorised installation of application into an organization"s computer, which requires high computer skill and assumes high consciousness in order to perform the unwarranted action. This could indicate that perpetrators who have a high level of computer skills may tend to engage in this type of dysfunctional behavior since they feel that their intentions are not malicious. From the organizational viewpoint, this kind of behavior certainly can pose substantial threats to the integrity of an entity"s information system (IS).
Looking at the three TPB antecedents (i.e., attitudes, subjective norms, and perceived behavioral control) that were analyzed in this study, it is found that regardless of the level of computer skills (i.e., low or high) and intentions (i.e., malicious or neutral) the attitude construct remains significant across all of the four types of dysfunctional behavior used in A c c e p t e d M a n u s c r i p t 27 this study. Ajzen and Fishbein [42] and Armitage and Conner [59] concur that attitude is a result of attitudinal belief which can reside within an individual and be moulded by many factors. This finding should bring the focus of organizations towards effectively shaping their employees" attitudes and preventing inappropriate behaviors against IS security policy. As such, security awareness programs [107] [108] [109] form one of the many approaches available for organizations to influence their employees" attitudinal belief, which in essence influences attitude.
The subjective norms construct is significant within three dysfunctional behaviors in the four-quadrant dysfunctional behavior categories: intentional destruction (a malicious intention requiring high computer skills), detrimental misuse (a malicious intention requiring low computer skills) and naïve mistake (no clear intention requiring low computer skills).
The dangerous tinkering type of behavior does not exhibit any significant reliance on subjective norms. These findings show that subjective norms become an important factor when a perpetrator"s intention is clearly malicious (i.e., intentional destruction and detrimental misuse) or intentionally ignoring. From an organizational point of view, when an employee is confronted with a dilemma either to engage in dysfunctional behavior or to refuse it altogether, a work environment, which forms a basis of reference to important others, plays an important role [see 110, 111, 112] . If the employee feels important others would take similar (unwarranted) action, it is very likely that he or she will engage in IS security malpractices.
When the intention is unclear, it is the individual"s perceived behavioral control (PBC) that matters. Many studies [e.g., 21, 44, 113] have treated PBC as a single construct, and accordingly much valuable information has been lost in the analysis. This study finds that PBC is a function of control over resources required to perform a given behavior and control over the outcomes resulting from the performance of a given behavior. Analysing the path M a n u s c r i p t 28 leading from these two components of PBC to behavioral intentions could create more output which allows an organization to better address insider dysfunctional behavior when working with IS.
On the contribution to the understanding of TPB, where it apparently fails to predict behavior, carefully examining the situational conditions in which the behavior of interest is located may be able to augment the research in question. When two or more behavior types are studied together, each of them has to be screened for its inter-changeability and reciprocity with the others. The results of this study support the concerns of Crossler et al. give a lower score to items that may feel disconnected to a certain vignette. Nonetheless, future work using other vignettes and/or variables that are more strongly connected is also encouraged.
As a final point, the respondents in this study are middle managers of medium sized enterprises in Malaysia, and therefore the generalizability of the findings should be treated cautiously as a limitation. Future work with different groups of respondents is strongly recommended.
M a n u s c r i p t M a n u s c r i p t M a n u s c r i p t M a n u s c r i p t M a n u s c r i p t M a n u s c r i p t M a n u s c r i p t M a n u s c r i p t 39 good opportunities? inv4: does the organization search for new opportunities in the external environment? inv5: does the company make the best use of the employee skills to develop better products /services? inv6: does the organization search for new products/services?
Organizational culture: Practice dimension [78] In regard to the practices in your organization, how often... prc1: are instructions written down? prc2: are jobs performed according to defined procedures? prc3: does management follow the rules themselves?
Organizational culture: Performance dimension [78] In regard to the goal / performance of employees in your organization, how often... pfm1: is competitiveness in relation to other organizations measured? pfm2: is individual appraisal directly related to the attainment of goals? pfm3: does management specify the targets to be attained? pfm4: is it clear how performance will be evaluated? pfm5: are there hard criteria against which job performance is measured? pfm6: is reward dependent on performance?
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